
Approaches & Issues in Big Social Data

SoDA 501

“Ethics and scientific responsibility”



New ethics lessons hot off the presses

1. Don’t engage in sexual harassment. 

2. If you’re the editor of a major journal accused of quid pro quo sexual 
harassment, don’t use the journal’s website to call your accusers liars.



Some cases to consider …



Source: Forbes



Source: xkcd



hypothesis is that individuals who lost someone on 9/11 will have
become more politically engaged. Although 9/11 brought out a
high level of civic activity among the population at large, there
is a general tendency of victims of war violence and crime to
engage politically, for reasons including a desire to prevent fu-
ture tragedies of the kind that befell them, a psychological de-
mand for solidarity with other victims, an increased reliance on
public institutions for support, and general downstream effects
of “posttraumatic growth” (e.g., refs. 9, 17, and 18). The lon-
gevity of an activation effect has not been thoroughly assessed
in prior research, but I tested for change in participation up to
11 years following the attack.
The primary directional hypothesis is that close relations of

9/11 victims will have become more politically conservative fol-
lowing the attack. Past research indicates increases in feelings of
threat, authoritarianism, and conservatism following 9/11 (4–6).
[However, individuals who reported personally knowing victims
were also found to have high levels of anxiety, which correlated
with more dovish political preferences (5).] An alternative hy-
pothesis of “ideological intensification” suggests that individuals
engage more intensely with their preexisting political dispositions
following events like 9/11, with liberals becoming more intensely
liberal and conservatives becoming more intensely conservative
(6, 19). Although 9/11 had no lasting perceptible effect on the
policy positions or ideological dispositions of typical Americans

(5), the lasting effects on victims’ families and neighbors are
heretofore unexamined.

Methods
The complete details of the methodology are reviewed in the SI Text but
are summarized briefly here. The research began by acquiring a list of reg-
istered voters in the state of New York that was accurate as of summer
2001. [Because all of the identifying information in this study stem from
public records, the study was deemed exempt from Institutional Review
Board review (Yale University Human Subjects Committee Protocol no.
1305011974).] The database contained personal information of all 9,995,513
New Yorkers registered at that time. Culling information from digital obit-
uaries of 9/11 victims, I matched all 9/11 victims residing in New York to the
statewide voter file (for reasons of cost and data availability, this study was
restricted to 9/11 victims residing in New York at the time of the attack). Of
the 1,729 victims from New York, I identified 1,181 (68%) as registered
voters. This number matches the percentage of New York citizens overall
who were registered to vote at the time.

For each victim, I used a combination of exact matching and Mahalanobis
distance matching to identify up to five “control victims.” The variables used
in the matching algorithm include demographics, prior political activities,
and family and neighborhood characteristics. To be clear, the control victims,
who were mostly residents of metro New York and similarly situated as the
true victims, were themselves obviously affected by the events of 9/11. This
only biases the study toward a null result and isolates the effect under in-
vestigation as being particular to families and neighbors of victims. The
causal effect estimated here is not the general effect of the 9/11 attack, but
rather the specific effect of the attacks on families and neighbors.
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Fig. 4. Party defection among victims’ families and neighbors. The plot shows difference of means between treatment and control groups in the probability
that a voter is registered with a party post-9/11, conditional on his or her pre-9/11 party. The first dot is interpreted as meaning that among pre-9/11
Democrats, 9/11 families are 5 percentage points less likely to be registered as Democratic in 2013, relative to their control group. Regression-based estimates
are shown in SI Text. Of the pre-9/11 records matched to currently or formerly registered voters in the post-9/11 file, observation counts are 6,084 for family
members (treatment and control) and 48,525 for neighbors (treatment and control).
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The data is public.



Source: Bonica, Rodden, Dropp. 2014 Montana judicial elections experiment.

Source: Bozeman Daily Chronicle

The IRB said it was fine.



L’affaire Lacour …

Source: Broockman, Kalla, and Aranow. 2014. “Irregularities in LaCour (2014).”



“Human subjects research” ethics, principles, rules 

• Tuskegee Syphilis Study (1939-1972)

→ 1972: Exposed by NYT, shut down 
→ 1973: Congressional hearings 

→ 1979: Belmont Report

→ 1981: Common Rule (and “the IRB”)

     2017: Revised Common Rule [effective 7/2018]


• Other social science touchstones

• 1963: Stanley Milgram, Obedience to Authority

• 1970: Laud Humphreys, Tearoom Trade



“Human subjects research” and data science 

• The Common Rule and the IRB are …

• designed to prevent repeats of Tuskegee, Milgram


• Is digital different? Does the IRB scale?

• designed for “human subjects research.” Data 

scientists are often not trained in this, often don’t think 
of their work as “human subjects research.”


• Proposed frameworks, digital science / data science

• 2011: boyd & Crawford, “Critical questions”

• 2012: Menlo Report

• 2016: Association of Internet Researchers 
• 2016: Council for Big Data, Ethics, and Society



Belmont/Menlo Four Principles

• Respect for persons

• Beneficence

• Justice

• Respect for law and public interest (Menlo)



Respect for persons

• treating people as autonomous / in control

• (and providing extra protections for those with 

diminished autonomy - like who?)

• → informed consent (“when possible”)



Informed consent

• for everything? some say yes.


• most say no … deception sometimes considered ok

• limited harm? (is risk worse with consent?)

• social benefit?

• other methods weak? (can you debrief?)

• IC logistically impossible?



Beneficence

• do not harm

• maximize benefits and minimize harms


• → risk-benefit analysis 
• what are the risks? probability? severity?

• to whom … subjects? others?


• what are the possible benefits?

• what would reduce risk? increase benefits?


• → weigh them - do benefits justify the risks?



Privacy / confidentiality / informational risk

• “Anonymization” ain’t enough — 

• sparsity in big data, uniqueness of network 

structures, GPS patterns …

• possibility of auxiliary data


• Tradeoff with scientific “utility”

• aggregation, row swapping, noise, synthetic data

• differential privacy, walled gardens 

• Data sharing, open data, the “replication crisis”



Justice

• Are risks distributed fairly? Do vulnerable groups 
bear more risk than others?


• Are benefits distributed fairly? Do marginalized 
groups have access?


• Does the research reify or magnify existing biases 
and injustices? Could it be applied to do so?



Respect for law and public interest

• not just participants … all relevant stakeholders


• compliance - laws, contracts, TOS, robots.txt


• transparency-based accountability



Revisit …



Source: Forbes



Source: xkcd



hypothesis is that individuals who lost someone on 9/11 will have
become more politically engaged. Although 9/11 brought out a
high level of civic activity among the population at large, there
is a general tendency of victims of war violence and crime to
engage politically, for reasons including a desire to prevent fu-
ture tragedies of the kind that befell them, a psychological de-
mand for solidarity with other victims, an increased reliance on
public institutions for support, and general downstream effects
of “posttraumatic growth” (e.g., refs. 9, 17, and 18). The lon-
gevity of an activation effect has not been thoroughly assessed
in prior research, but I tested for change in participation up to
11 years following the attack.
The primary directional hypothesis is that close relations of

9/11 victims will have become more politically conservative fol-
lowing the attack. Past research indicates increases in feelings of
threat, authoritarianism, and conservatism following 9/11 (4–6).
[However, individuals who reported personally knowing victims
were also found to have high levels of anxiety, which correlated
with more dovish political preferences (5).] An alternative hy-
pothesis of “ideological intensification” suggests that individuals
engage more intensely with their preexisting political dispositions
following events like 9/11, with liberals becoming more intensely
liberal and conservatives becoming more intensely conservative
(6, 19). Although 9/11 had no lasting perceptible effect on the
policy positions or ideological dispositions of typical Americans

(5), the lasting effects on victims’ families and neighbors are
heretofore unexamined.

Methods
The complete details of the methodology are reviewed in the SI Text but
are summarized briefly here. The research began by acquiring a list of reg-
istered voters in the state of New York that was accurate as of summer
2001. [Because all of the identifying information in this study stem from
public records, the study was deemed exempt from Institutional Review
Board review (Yale University Human Subjects Committee Protocol no.
1305011974).] The database contained personal information of all 9,995,513
New Yorkers registered at that time. Culling information from digital obit-
uaries of 9/11 victims, I matched all 9/11 victims residing in New York to the
statewide voter file (for reasons of cost and data availability, this study was
restricted to 9/11 victims residing in New York at the time of the attack). Of
the 1,729 victims from New York, I identified 1,181 (68%) as registered
voters. This number matches the percentage of New York citizens overall
who were registered to vote at the time.

For each victim, I used a combination of exact matching and Mahalanobis
distance matching to identify up to five “control victims.” The variables used
in the matching algorithm include demographics, prior political activities,
and family and neighborhood characteristics. To be clear, the control victims,
who were mostly residents of metro New York and similarly situated as the
true victims, were themselves obviously affected by the events of 9/11. This
only biases the study toward a null result and isolates the effect under in-
vestigation as being particular to families and neighbors of victims. The
causal effect estimated here is not the general effect of the 9/11 attack, but
rather the specific effect of the attacks on families and neighbors.
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Democrats, 9/11 families are 5 percentage points less likely to be registered as Democratic in 2013, relative to their control group. Regression-based estimates
are shown in SI Text. Of the pre-9/11 records matched to currently or formerly registered voters in the post-9/11 file, observation counts are 6,084 for family
members (treatment and control) and 48,525 for neighbors (treatment and control).
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Source: Bonica, Rodden, Dropp. 2014 Montana judicial elections experiment.

Source: Bozeman Daily Chronicle

The IRB said it was fine.



L’affaire Lacour …

Source: Broockman, Kalla, and Aranow. 2014. “Irregularities in LaCour (2014).”



Some extra guidelines 

• “Legal” is insufficient for “ethical.” (Are there cases 
where “illegal” is ethical?)


• “IRB-approved” or “IRB-exempt” is insufficient for 
ethical (or legal).


• “These data are already public” is insufficient for 
“ethical.”


• Abstractly “ethical” is insufficient for “advisable.”



Extra topics …



Consequentialism and deontology

• what the what now?


• what’s the difference?


• what are the tradeoffs?



Metcalf, Keller, & boyd - Policy recommendations

• Ensure the Common Rule addresses data science.


• New approaches, ethics review, academia & industry.


• Ethical assessment calibrated to big data practices.


• Integrate data ethics into NSF program solicitations.



Metcalf, Keller, & boyd

• Pedagogical interventions

• Distribute high quality data ethics case studies.

• Data science curricula w integrative approaches to ethics education.

• Train librarians to achieve / promulgate data science literacy

• Strengthen ethics-oriented activities in professional associations.


• Developing networks & cultures

• Create hybrid spaces for ethics engagement.

• Build models of internal/external ethics regulation bodies in industry.

• Set standards for responsible cross-sector data sharing.



Metcalf, Keller, & boyd - Future research?

• Should human data science be regarded as human-subjects research?

• What are the quantifiable risks in correlative &/or predictive data research?

• How should we account for data sharing risk w/ unknown auxiliary data?

• How is big data redefining when/how public benefits from research? More precise 

ways of assessing public benefit or justice considerations?

• How should data privacy & security scientists approach illicitly gained data?

• Options for self-regulation in data science?

• What resources are needed in the university context, outside IRB?

• How can integrative approaches to data ethics be fostered in the classroom?

• What are the ecological & environmental impacts of a rise in big data research?

• How can ethical issues be integrated into core technical research?

• What motivates data scientists in industry to establish ethics processes? What 

ethics review structures work?

• What is the proper purview of “research ethics” as a topic in the age of big data?


